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 June 5, 2017 

Via Email (Consumer@Iowa.Gov)  

and UPS Next Day Air 

 

Office of the Attorney General of Iowa 

Director of the Consumer Protection Division 

Hoover State Office Building 

1305 E. Walnut Street 

Des Moines, IA 50319 

 

Re: Incident Notification  
   

Dear Sir or Madam: 

We are writing on behalf of our client, GameStop, Inc. (“GameStop”), to notify you of a 

security incident involving Iowa residents.     

On April 3, 2017, GameStop identified unauthorized access to its computer network. 

GameStop immediately began an investigation. GameStop determined preliminarily on April 18, 

2017 that the unauthorized access occurred at a point in the network where unauthorized access 

to payment card data from transactions made through www.gamestop.com would have been 

technically possible. The investigation diligently continued to look for any actual evidence of 

this occurring, and, if found, to determine the time frame during which the access 

occurred.  Although the investigation is nearing its completion and no actual evidence of 

unauthorized access to payment card data was found, because the possibility existed, GameStop 

is providing notification to customers who placed or attempted to place orders on GameStop’s 

website from August 10, 2016 to February 9, 2017.  The information associated with the order 

being placed that could have been accessed includes the customer’s name, address, payment card 

number, expiration date and security code. 

On June 2, 2017, GameStop provided written notification via U.S. Mail to Iowa residents 

in accordance with Ia. Code Ann. §§ 715C.1 et seq. in substantially the same form as the letter 
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attached hereto.
1
  Notice was provided to the individuals as soon as possible and without 

unreasonable delay. GameStop has also provided a telephone number for affected individuals to 

call with any questions they may have.      

 To help prevent this type of incident from happening again, GameStop is continuing to 

take steps to strengthen the security of its network.   

 Please do not hesitate to contact me if you have any questions regarding this matter.   

Sincerely, 

 

 

Randal L. Gainer 

Partner 

 

 

Enclosure 

 

 

 

 

                                                 
1
 This report is not, and does not constitute, a waiver of GameStop’s objection that Iowa lacks personal jurisdiction regarding 

GameStop related to this matter.  
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